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Abstract—Service-oriented vehicular ad hoc networks
(VANETSs) are expected to support the diverse infrastructure-
based commercial services, including Internet access, real-time
traffic concerns, video streaming, and content distribution. The
success of service-oriented VANETSs depends on the underlying
communication system to enable the user devices to connect to a
large number of communicating peers and even to the Internet.
This poses many new research challenges, particularly on the
aspects of security and user’s privacy. In this paper, we propose
a novel privacy-preserving data-forwarding scheme based on
our proposed novel Lite-CA-based public key cryptography and
on-path onion encryption technique. The proposed scheme is
expected to not only thwart the traffic tracing attack at the
minimized computational overhead but to provide an efficient
way to relieve workload and deployment complexity of certificates
as well. Performance comparisons and security analysis show that
the proposed schemes are very efficient and suitable for service-
oriented VANETS.

Index Terms—Data forwarding, Lite-CA based, privacy preser-
vation, service-oriented vehicular ad hoc networks (VANETS).

I. INTRODUCTION

ITH the advancement of wireless technology, vehic-

ular communication networks, which are also known
as vehicular ad hoc networks (VANETS), are emerging as a
promising approach to increase road safety, efficiency, and
convenience [1], [2]. Although the primary purpose of vehicular
networks is to enable communication-based automotive safety
applications, e.g., cooperative collision warning [3], VANETS
also enable a wide range of promising applications and services.
For example, Internet access has become a part of our daily
life, and there is a growing demand to access the Internet or
information centers from vehicles. Therefore, the roadside units
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(or RSUs) can be deployed every few miles along the highway
for users to download maps, traffic data, and multimedia files.
Vehicles can use RSUs to report real-time traffic information
and request location-based services such as finding restaurants,
gas stations, or available parking space [4]. We call these types
of vehicular networks service-oriented vehicular networks [5],
which are expected to provide clear customer benefits and moti-
vate commercial operators to invest in large-scale deployments
of wireless infrastructures.

Over the past several years, there have been quite a few
studies on how to realize efficient data routing/forwarding
in vehicular networks [6], [7]. However, vehicular networks
have brought new security challenges due to their mobile and
infrastructureless nature. In particular, confidentiality and loca-
tion privacy are regarded as the most critical security concerns
for securing service-oriented vehicular networks. Specifically,
the service requester should ensure that the service contents
are delivered in an appropriate way that no third parties could
uncover the transmitted message and the location privacy of
vehicular nodes could be preserved from external attackers. In
service-oriented vehicular networks, nodes need to frequently
send messages to RSUs via intermediate nodes to retrieve infor-
mation from backbone Internet servers. Such a data-forwarding
process may incur serious privacy leakage at the presence of
external attackers, which could compromise the nodes’ location
privacy by monitoring the transmitted traffic.

Although there are various security proposals for secur-
ing VANETSs, most of them focus on location privacy within
one-hop transmission [8]-[10]. For example, when privacy-
conscious nodes authenticate themselves to others, they may
take advantage of the multiple pseudonym approach to avoid
revealing privacy-sensitive information [11]. In the multiple
pseudonym approach, every vehicular node periodically up-
dates its public information to impede an adversary from link-
ing old and new pseudonyms. However, this approach works
well for single-hop transmission, whereas it is not suitable for
service-oriented VANETS, which are characterized as multihop
transmission.

To ensure security and privacy for service-oriented VANETS,
in this paper, we propose an efficient privacy-preserving data-
forwarding scheme (EP?DF) for service-oriented VANETS.
Basically, similar to the onion-routing technique [12], [13],
EP2DF enables the on-path onion encryption for each relaying
hop and thus prevents any adversaries from tracing the message
flows. Further, since the onion encryption is based on public
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Fig. 1. System architecture.

key encryption and the conventional public key encryption
schemes either incur a high computational cost or introduce
a complicated public key certificate management issue [14],
[15], EP?DF is built on a novel encryption scheme called the
Lite-CA-based public key cryptosystem (PKC), which origi-
nates from certificateless PKC (CL-PKC) [16]-[18] to achieve
lightweight public key certificate management.
The contributions of this paper are summarized as follows.

1) First, we propose a new Lite-CA-based PKC to reduce
the encryption cost and the public key certificate man-
agement complexity.

2) Second, based on the proposed Lite-CA-based PKC, we
introduce a novel on-path onion encryption technique to
achieve privacy preserving in service-oriented VANETS.

3) Finally, we evaluate the performance of EP?DFs by com-
paring them with other schemes, discuss the advantage of
our new cryptosystem, and show that it is more suitable
for VANETS:.

Generally, EP?DF is a scheme that is extraordinarily suit-
able for service-oriented VANETS. Further, EP2DF is also a
distributed secure scheme, which does not require a centra-
lized Certificate Authority (CA).

The rest of this paper is organized as follows: Section II
presents the system architecture and the design goals. Then,
the motivations of Lite-CA-based PKC are introduced in
Section III. We give a formal definition of the framework
and propose concrete Lite-CA-based encryption schemes based
on the quadratic residues in Section IV. Our main contribu-
tion, i.e., EP?DF, is designed for service-oriented vehicular
network in Section V. Performance evaluation and security
analysis on the proposed EP?DF are given in Sections VI and
VII, respectively. Further discussion on the proposed PKC is
made in Section VIII. Finally, concluding remarks are made in
Section IX.

II. SYSTEM ARCHITECTURE AND DESIGN GOALS

In this section, the system model and the security require-
ments are presented.
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A. System Architecture

Fig. 1 shows us the overall architecture of the VANET sys-
tem considered in our study, which includes a Lite Certificate
Authority (LC A), a number of fixed Road Side Unit (RSUs),
and vehicles equipped mobile units (MUs) running on the road.

LCA: LCA is an organization that is responsible for key
registration. In the beginning of system initialization, each
vehicle or RSU has to register itself to LC' A and gets back the
partial public key for its key generation and system public pa-
rameters. Here, we use a novel cryptosystem to avoid certi-
fication management and key escrow problems. LC'A is not
required to be always online after the registration phase.

RSU: The RSUs serve as the gateway to connect service
provider servers and the MUs. Usually, the RSUs are assumed
that they may be compromised by attackers, whereas the service
provider cannot be compromised since it is in charge of service
guarantee and billing. We also assume that the RSUs could
connect to service provider servers by wired links of high
bandwidth capacity, low delay, and low bit error rates.

MU: In our study, the vehicles are equipped with MUs,
which mainly communicate with each other for sharing local
traffic information to improve safe driving conditions and with
RSUs for requesting services. According to [19], the medium
used for communications between neighboring MUs and be-
tween MUs and RSUs is a 5.9-GHz dedicated short-range
communication identified as IEEE 802.11p. In addition, we
assume that all the messages are transmitted in an encrypted
form for confidential requests.

B. Design Goals

To achieve secure service-oriented VANETSs, we need to
achieve the following security goals:

Confidentiality: Confidentiality is a necessary goal to ensure
that sensitive information is well protected and not revealed
to unauthorized third parties.

Authentication: Similar to a conventional VANET system, our
scheme will provide authentication to distinguish legiti-
mate vehicles from unauthorized vehicles, including the
authentication between vehicles and the authentication be-
tween the vehicle and the RSU.
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Privacy: Privacy issues for service provisioning in VANETS
primarily regard preserving the anonymity of a vehicle
and/or the privacy of its location. Privacy protection tries to
prevent the adversaries (e.g., another vehicle or an external
observer) from linking the vehicle to the driver’s name,
license plate, speed, position, and traveling routes along
with their relationships to compromise the sender’s privacy.
Further, we also consider how to achieve source anonymity
during VANET’s multihop transmission.

Note that, in addition to the foregoing security objectives,
our scheme should efficiently work without introducing much
extra communication and transmission overhead. To achieve
this target, we introduce a novel cryptosystem “Lite-CA-based
public key cryptosystem” to realize efficient data encryption/
decryption, which will be presented in the next section.

III. LITE-CA-BASED PUBLIC KEY CRYPTOSYSTEM

According to the differences of authentication frameworks,
PKCs can be divided into three categories: 1) CA-based PKC;
2) identity-based PKC (IBC); and 3) the cryptosystems evolv-
ing from them, such as self-certified PKC, certificated-based
PKC, CL-PKC, etc. Up to now, CA-based PKCs with public
key infrastructure (PKI) are still the most popular and pre-
vailing authentication framework. However, high key man-
agement complexity is widely regarded as one of its major
drawbacks [20].

Recently, there has been an increasing interest in adopting
more advanced cryptographical results, such as IBC, in service-
oriented VANETSs. The main idea of IBC is to make an en-
tity’s public key directly derived from publicly known identity
information such as its e-mail address and thus eliminate the
requirement for public key certificate transmission and storage
[20] in the CA-based PKC. However, IBC also suffers from
its inherent key escrow problem. For example, the authority
could use its system-wide master key to decrypt any cipher-
text in the IBC. To address this key escrow problem, a new
public key cryptosystem, called CL-PKCs, was introduced by
Al-Riyami and Paterson [16]. In CL-PKC settings, public key
is generated similar to IBC, whereas the private key is divided
into two parts: One is produced by the authority, and another
is produced by the user itself. Therefore, compared with IBC,
the security level of CL-PKC is enhanced thanks to its special
secret key generation phase [18], [21]-[25]. However, although
it prevents a malicious centralized authority from decrypting
unauthorized ciphertext on behalf of a legitimate user, CL-PKC
still faces the impersonation attack, where a malicious authority
could impersonate a user by generating fake certificates. To
distinguish the various PKCs, we introduce the concept of trust
level [26], which is shown as follows.

1) Level 1: The authority knows the users’ private keys and
therefore can impersonate any user at any time without
being detected.

2) Level 2: The authority does not know the users’ private
keys. Nevertheless, the authority can still impersonate a
user by generating a fake public key or certificate.

3) Level 3: The authority does not know the users’ private
keys, and the frauds of the authority are detectable.

Specifically, a PKC is of trust level 3 if the authority
cannot compute the users’ secret keys, and it can be
detected if it generates fake guarantees of users.

It is obvious that only the CA-based PKC of the aforemen-
tioned PKCs achieves trust level 3. Therefore, to guarantee the
security level of a large scale of VANET, it is desirable to design
a novel PKC, which is not CA based, while still achieving
the highest trust level. In this paper, we answer this question
by proposing a Lite-CA-based PKC. The benefits of adopting
Lite-CA in service-oriented VANETSs are twofold. First, by
introducing an explicit authentication process, our PKC could
achieve trust level 3. In other words, it could easily detect
the misbehavior of malicious authority. Second, the proposed
scheme is based on the large integer factorization problem,
which makes them much more efficient than the CL-PKC based
on bilinear pairings [16], [18]. This great property makes it
very suitable in large-scale service-oriented VANETS, in which
the vehicles perform a large number of encryption/decryption
operations to secure their communication channels. In the next
section, we will introduce the concrete Lite-CA-based encryp-
tion schemes in detail.

IV. LITE-CA-BASED ENCRYPTION SCHEMES BY
USING QUADRATIC RESIDUES

In this section, we first propose the definitions and the
security model for the Lite-CA-based encryption schemes, and
then, we design a basic Lite-CA-based encryption scheme by
using quadratic residues. To proceed, we present proofs on
consistency and security. Finally, our basic scheme can easily
be extended to further improve the decryption efficiency.

A. Definitions and Framework of Lite-CA-Based Encryption

Definition 1: A Lite-CA-based encryption is a six-array
tuple IT = (Grea, Gu, Ep, Sp, £, D) defined as follows.

1) Lite — CA — Setup Gre is a probabilistic polynomial
time (ppt) algorithm by LCA that takes the system’s
security parameter k as input and outputs LC' A’s public/
private keys pair (pkrca, skrca)-

2) User — Setup Gy is a ppt algorithm by the user that
takes as input k£ and outputs the public/private key pair
(pkg ), sky).

3) Extract — Partial — Public — Key &p is a ppt algo-
rithm by LC A that takes k, skzca, pk}’, and identity

of user I Dy as input and outputs pké2 ) as the partial
public key.
4) Set — Public — Key Sp is a deterministic algorithm by
the user that takes k, pkrca, I Dy, pk((]l), and pk:I(JQ) as
input and outputs (pk‘g1 ), pk[(]2 )) as the user’s final public

g) is LC'A’s valid signature based on pk:g)

key if pk
and I Dy .
5) Encrypt & is a ppt algorithm by anyone who wants
to send ciphertext to the user, which takes a plaintext
M e M, pkg), pkg), and pkrc 4 as input and outputs

a ciphertext C' € C or L if pk((} ) or pk[(J2 ) is invalid.
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6) Decrypt D is a deterministic algorithm by the user that
takes a ciphertext C' € C and its private key sky as input
and outputs the corresponding plaintext M € M or L,
which means that C'is not a valid ciphertext.

Since in the preceding scheme the partial public key pké2 )

is essentially LC'A’s signature on the user’s public key p/c[(J1 )
and identity Dy, no adversary except LC' A can substitute
the user’s public key pk((]l ) of partial public key pk:[(]2 ) without
being detected. Therefore, we assume that the adversary can
never amount the public key substitution attacks. Similar to the
classic security notion for encryption [27], the design objective
ind-atk—indistinguishability under three types of attacks (cho-
sen plaintext attack (cpa), chosen ciphertext attack (ccal), and
adaptive chosen ciphertext attack (cca2))—should be taken into
consideration.

Definition 2: Let 11 = (Grea, Gu, Ep, Sp, E,D) be a Lite-
CA-based encryption scheme, and let A = (A;,.43) be a ppt
adversary. For attacks atk € {cpa,ccal,cca2} and 1*¥ € N, we
say that the scheme II is secure against atk if no such adversary
A has a nonnegligible advantage in the following ind-atk game:

(pkrca, skrca) < Grea(1F)

(phly sk ) = Gu(1¥)
pk) — &p (1k7 skpca,pky, IDU)

(mo,my) — A (pkg) ; pk/’g), skrca, pk’LCA)

b—{0,1}
£ (mbapk(Ul),pkg),PkLCA)
Y o— AS2 (mg, my, ¢) (1)
where
O =cand Oy = ¢, if atk = cpa
O1 = Dy, (+) and Oy = ¢, if atk = ccal  (2)
O1 = Dy, (+) and O3 = Dy, (),  if atk = cca2.

We note that A; outputs mg and m with the same length.
In addition, A5 is not permitted to make the query Os(c*).
We refer to such an adversary .4 as an ind-atk adversary. We
denote the adversary’s advantage in attacking the scheme IT as
the following function of the security parameter k:

Adv' Pl (%) = |Pr b/ =] — <.

5 3)

|

Definition 3: We say that 11 is ind-atk secure if for any ppt
adversary A the function Adv;‘"ﬁ’atk(lk) is negligible. The
advantage function of this scheme is defined as

Adef%‘“tk(lk, t,qq) = max {Advi{f%‘“t’“(lk)} 4)

where the function max is taken over all adversaries that run
for time ¢ and make at most g4 queries to the decryption oracle.
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B. Proposed Encryption Scheme

In this section, we present a concrete Lite-CA-based PKC
for the aforementioned VANETSs. The new encryption scheme,
which is denoted by BasicScheme, consists of the following
six algorithms.

1) Lite — CA — Setup: This algorithm takes the security
parameter k as input and returns a secure Rivest-Shamir-
Aldeman encryption scheme (RSA) [37] modulus N =
p-q and parameters e and d, where p and ¢ are two
large secure primes, and d is the inverse of e modular
©(N) = (p— 1)(g — 1). Usually, this algorithm is run by
the third trusted party, which is referred as LC'A in our
scheme. The pair (N, e) and the tuple (p, ¢, d) should be
looked as LC'A’s public key and private key, respectively.
Suppose that H : {0,1}* x Z, — Z, H1 : Zy — Zn
and Hy : Z3, — Zy are three cryptographic hash func-
tions. Finally, the setup process is ended by publishing all
the public parameters as {N, e, H, Hy, Ho}.

2) Key registration: When a user A wants to join the
system, it must register to the LC'A and obtain its pub-
lic key. This algorithm consists of the following three
subalgorithms:

a) User Setup: This algorithm takes security parameter %
and an identifier of the user 4, i.e., ID4 € {0,1}*, as
input and returns a parameter N4 suchthat Ny = py4 -
qa, where py and g4 are two secure Blum primes.
Usually, this algorithm is run by the user A with the
identifier I.D 4. The pair (pa, ga) refers to A’s private
key sk,, whereas pkill) = N4 and ID 4 should be
sent to LC'A for registration.

b) Extract Partial Public Key: After receiving pkfj) and
ID, from user A, LC'A first validates the user’s
identity I D 4 by checking its e-mail address, Internet
Protocol address, or username; extracts A’s partial
public key pk'?) = Py = H(IDA,Na)%(mod N);
and sends it back to A via a public channel.

c) Set Public Key: After receiving pkff) from LCA,
the user A validates it by checking whether P§ =
H(IDs,Ns)(mod N) holds. If not, the user A
broadcasts a “Complaint Message” against LC' A; oth-
erwise, A publishes the tuple (ID 4, pkg), pkf)> as
its public key.

3) Encryption: Supposing that the plaintext is m, any
entity who wants to send ciphertext to user A does the
following steps:

a) Validate pkf) by checking whether P§ =
H(IDs,N4) (mod N) holds. If not, send to
A the “Alert Message: Your public key has been
juggled!” and abort.

b) Pick a random number ' € Zy, and compute r =
r"? — P% (mod Ny). Then, send the ciphertext C' =
(c1, ¢2,c3) to A via the public channel, where

C1 = fA(r)a
and f4 is defined by
fa(r) = (r+P3)* = P% (mod Na). (6)

co=m® Hy(r), cs=Hy(m,r) (5



584 IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 60, NO. 2, FEBRUARY 2011

Vl:ml
V2:m2

Viimg >eeeee

V4:m4
V5:m5

RED

Re-encrypt Data Flow

Service
Provider

RSU

Fig. 2. Implementation in VANETS.

4) Decryption: Taking the ciphertext C' = (¢, co, ¢3) and
the private key (pa,qa) as input, the user A can extract
the corresponding plaintext m as follows:

a) Precomputation: Let A=(Ng—pa—qa+
5)/8(mod ©(Na)). Employing the Chinese
remainder theorem to the equation z? = 1 (mod N,),
we obtain four quadratic roots of 1, which are denoted
by +1 and 4z, respectively.

b) Letu = c¢; + P3 (mod N4) and v = u* (mod Ny).
From four square roots

rlzv—Pi, mod N4
ro = —v — Pfu mod Ny )
7'3:ZU—Pi, mod N4
= —zv—Pfl, mod N4
we can derive four possible plaintexts
my; :CQ@Hl(Ti), 1= 1,2,3,4. (8)

Then, check whether there exists some m; such that
cs = Hy(m;,r;) holds. If so, then output m; as the de-
sired plaintext; otherwise, i.e., all possible plaintexts
cannot pass these tests, output L as a notification of
an invalid ciphertext.

C. Correctness and Security

Theorem 1 (Correctness): The proposed encryption scheme
in Section IV-B is correct.

Theorem 2 (IND-CCA2): The proposed encryption scheme
in Section IV-B is secure against adaptive chosen ciphertext
attacks in the random oracle models.

The detail proof of correctness and IND-CCA2 security will
be included in the Appendix.

D. Extended Schemes

In BasicScheme, the decryption algorithm is not very ef-
ficient since it has to derive four possible plaintexts and then
check them one by one. With the purpose to enhance the

efficiency in decryption, we describe two extended schemes as
follows.

The first extension of BasicScheme, which is denoted by
ExtSchemel, is to add two tag bits in ciphertext, i.e., C' =
(c1,¢a,c35dy,ds), where ¢; = fa(r), ca =m @ Hy(r), and
¢ = Hay(m,r), whereas

dy =71 (mod 2) and dy = {0’ (T+P2’NA) =1
1, otherwise

where (r+ P%,N,) is the Jacobi symbol of r + P% with
respect to (w.r.t.) the modulus N,4. Thus, among four square
roots r;, there is only one root that satisfies the foregoing
condition. Therefore, we need to derive only one ciphertext
from the corresponding roots. Although this makes the parity
of r exposed, this exposure does not abate the security of the
encryption scheme.

The second extension of BasicScheme, which is denoted
by ExtScheme2, is to remain ciphertext triple unchanged,
ie., C = (c1,co,c3), where c; = fa(r), co =m @ Hy(r), and
¢z = Hy(m,r), but to add constraints to choosing random
salt 7/ such that r(=1"2 — P2 (mod N)) is even (or odd,
respectively) and (r + P3, N4) = 1 holds.

Apparently, both of the foregoing two extended schemes
achieve IND-CCA?2 secure in the random oracle models. In
the following sections, we denote the proposed encryption
operation as Enc.

V. EP?DF: A SCHEME FOR SERVICE-ORIENTED
VEHICULAR AD HOC NETWORKS

EP2DF is based on the technique of on-path onion encryp-
tion, which allows the message to be reencrypted during their
multihop transmission from the source to the destination. We
show a typical on-path onion encryption process in Fig. 2,
where every intermediate node will reencrypt the received
messages to provide privacy enhancement for other vehicles.
On-path onion encryption is divided into three phases: 1) key
registration; 2) data forwarding; and 3) data decrypting.
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A. Key Registration Phase

When an MU A wants to join in the system, it must register
to LC' A. First, A starts the User Setup algorithm to choose its
identifier (such as its license plate number I D 4) and obtain
a pair of private keys and public key pkg) = N4. Second,
it sends (ID4, Na) to LC'A for registration. LC'A takes the
Extract Partial Public Key algorithm by comparing I D 4 with
its license plate number, extracting partial public key pkf) =

P, and returning pkff) to MU via a public channel if 1D 4 is
a valid license plate number. After receiving partial public key
pk? from LCA, A can validate it by taking the Set Public Key
algorithm and publishes its public key.

B. Privacy-Preserving Data-Forwarding Phase

For simplicity, we consider such a data-forwarding process:
the source vehicle V; wants to send a service request message
my to the service provider SP. The privacy-preserving data-
forwarding scheme could be described as follows: First, V
encrypts the message my by the public key of S P and generates
the packet with the ciphertext, the identity V; and SP, and a
signature for keeping integrity. The encrypted message could
be denoted as

Cl = {Encsp(ml),Vl,SP, Sigvl (ETLCSP(ml)HVlHSP)}

The encrypted message will be forwarded to other intermediate
nodes with any existing vehicular routing protocols. For any
intermediate node V5 receiving the forwarding data, it first
verifies the signature Sigy,, then an on-path onion encryption
protocol is triggered, and V2’s own service requests are included
as follows:

Cy = {Encsp(ma|C1), Va2, SP,
Sigv, (Encsp(ma||Ch)[|Va[|SP)}

where mg refers to the service request information sent by V5
to SP. This process is performed at any intermediate node
{Vi|1 <4 <k}, where k refers to the maximum number of
transmission hops from V7 to SP. Assuming that the ciphertext
sent by the previous hop is C;_1, the on-path onion routing
protocol for node V; is performed as

C; = {Encsp(m;||Ci-1), Vi, SP
Sigy, (Encsp(mi, Ci1)[|Vi||SP)}.

Note that, by using the proposed on-path onion encryption
protocol, the transmitted message and routing information sent
by C;_1 is hidden by the encryption of the next hop C;. The
external adversaries cannot trace the forwarding message to ob-
tain the source of request information. The privacy-preserving
data-forwarding protocol will go on until it arrives at the
destination, and the ciphertext obtained by the destination is
referred as follows:

Cr = {EnCSP(mk7 ooy, Encsp(ma]|Ch), V1
SP,Sigy, ...), Vi, SP, Sigy, } .
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C. Data-Decryption Phase

In the data-decryption phase, the destination service provider
SP first checks the identity of V,, and then decrypts the
ciphertext using its secret key. After successfully decrypting,
it can obtain the decrypted message m,, provided by V,, as well
as the ciphertext sent by V,,_1. In the next step, S P will decrypt
the ciphertext again and obtain the message m,,_;. This process
will also continue until all the encrypted messages, as well as
the sender information, is decrypted. SP will then provide the
vehicles with their requested services.

VI. PERFORMANCE EVALUATION

Comparing with the CL-PKC schemes in [16] and [18], our
proposal has the following advantages:

1) Higher trust level: In our proposal, the entity A itself is
totally in charge of private key generation. Therefore, just
as traditional CA-based PKC, our scheme achieves trust
level 3.

2) More robust: In our scheme, if the public key has been
substituted by some adversaries, except authority, then it
is detectable before the ciphertext has been sent. Thus,
if an entity A receives a ciphertext, then it can extract
the corresponding plaintext successfully. However, in
CL-PKC schemes, without necessary authentication for
public keys, adversaries can make trouble in A’s decryp-
tion process, as aforementioned.

3) More efficient: The proposed scheme in Section IV-B
is more efficient than the original CL-PKC scheme in
[16] and the improved scheme in [18]. Table I shows the
comparison of our proposal and the schemes in [16] and
[18]. The computational costs of the following operations
are measured in our comparison:

M: the operation taking the form of a - b (mod N) for a,
beZ%;

S: the operation taking the form of a? (mod N) for
a € Ly

E: the operation taking the form of a” (mod N) and
(a/N) fora,b e Zy;

Es: the operation taking the form of ¢g" for g € GF(q)
andr € Z;;

P: the operation taking the form of aP for a € Z; and
P e Gy,

e: the operation taking the form of e(P,Q) for P,
Q € Gy, where e: Gy x Gy — Gy is a bilinear
pairing map;

X1: the operation taking the form of a + b (mod N) or
a®bfora,beZy,

Xs: the operation taking the form of P+ @ for P,
Q € G.

On one hand, according to a recently announced report [28],
at the 80-bit level of security comparing three quite different
pairing implementations and comparing them with a standard
1024-bit RSA decryption on the same platform, i.e., a standard
PC, the time consumption on the foregoing different opera-
tions is shown in Table II. Moreover, compared with elliptic
operation P and pairing operation e, the time consumption of
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TABLE 1
EFFICIENCY COMPARISON

CL-PKC in [16] CL-PKC in [18] Our Scheme
CA-Setup 1P 1P 1M
User-Setup 1P — 1M
Ext-Partial-Public Key 2¢e + 1P 2¢e+ 1P 1F4
Set-Public-Key 2P 1P 1F4
Encrypt 3e+ 1P+ 1Fs +2X5 le+2P + 1F + 3Xs 1F + 25+ 3X1
Decrypt le + 2Xo le + 3Xo 1K1 +0.5M 4+ 4.5X
Total 6e+6P 4+ 1Fs +4Xo | de+5P 4+ 12+ 6Xo | 4K +2.5M + 25+ 75X,

Time consuming 32.57 23.97 7.68

TABLE 11
TIME CONSUMPTION FOR DIFFERENT OPERATIONS

| Operation | M [ S| E1 [ Ex [ P | e [ X1 ] Xo]
[Timing (ms) [ - | - [ 192 [ 077 [ 20 [ 33 [ - | - |

the addition operation X5 is negligible. Similarly, compared
with modular operation F, the time consumption of modular
operations M, S, and X is also negligible. Combining the
materials in Tables I and II together, we can see that the total
workloads for the schemes APO3 [16], APO5 [18], and ours
are about 33, 24, and 8 ms, respectively. This suggests that
the workload of our scheme takes only one third and one
fourth proportions w.r.t. the APOS [18] and APO3 schemes [16],
respectively.

On the other hand, according to a technique report from the
ECRYPT project [30], 1) at present, without precomputation,
the fastest known algorithms for scalar multiplication are the
Montgomery Ladder version of Lopez and Dahab (known
as the LD algorithm) for GF'(2™), and the relevant amount
of operations required by the GF(2™) algorithm is 6mM +
5mS + (I + 10M ), where M stands for modular multiplica-
tion, .S stands for modular squaring, and I stands for modular
inversion. 2) As for modular multiplication M and modular
squaring .S, most of the current researches use either an optimal
normal basis (ONB) [31] multiplier or a polynomial basis [32]
(PB) multiplier. With the use of ONB, the squaring operation
is only a bit rotate shift. Nevertheless, multiplication is about
twice as complex as PB multiplication. While a squaring in
PB is not as cheap as in ONB, the use of trinomial and pen-
tanomial irreducible polynomials could drastically reduce the
complexity. These kinds of polynomials are recommended by
the National Institute of Standards and Technology [33] and the
SEC [34] and lead to efficient bit parallel implementations. For
example, modular squaring with a trinomial requires at most
|m + k — 1/2] bit additions. With respect to large multipliers,
the area of a dedicated bit parallel squarer is negligible. This
operation could therefore be performed in one clock cycle,
as does the addition. 3) As for modular inversion I, it is a
compound operation. Using the extended Euclidean algorithm,
inversion takes on average 35 times longer than multiplication
in GF(2™). 4) Although currently the Elliptic Curve Cryptog-
raphy (ECC) processor is small enough to fit radio-frequency
ID tags, the power consumption of ECC operations is still a
serious problem on passively-powered tags.

For the detailed protocol, we can evaluate the encryption cost
with an increasing number of hops from 1 to 50. Fig. 3(a)
shows that in our protocol the encryption cost is much less
than all of the other two schemes, which leads to efficient

encryption in every hop for each vehicular. Fig. 3(b) plots the
total computational cost with increasing hops from 1 to 50.
Our protocol is also the best for its high efficiency. Compared
with identity-based cryptography [20], [29], our protocol is also
efficient in computational cost. The encryption cost in [29] is
almost 2P + e, and its decryption cost is e. Fig. 3(c) shows the
comparison of the encryption computational cost between the
protocol using our scheme and the identity-based cryptography.

VII. SECURITY ANALYSIS

In this section, a detailed security analysis is given in terms
of our predefined security objectives.

Confidentiality: In this paper, the user’s sensitive information
such as service information could be protected and not
revealed to unauthorized third parties. Our encryption
scheme prevents this information from exposing to anyone
who does not have the corresponding private key. The
successor vehicle cannot decrypt the ciphertext from the
predecessor and cannot even find any effective information
from the ciphertext since our encryption scheme has been
proved to achieve the IND-CCA2 security.

Authentication: Our scheme provides a novel authentication
technique to distinguish the legitimate vehicle from the
unauthorized vehicle. In our scheme, the signature is an
important part for the successor to authenticate its prede-
cessor, which makes the information undeniable and could
successfully thwart the man-in-the-middle attack.

Privacy: Our scheme takes advantage of on-path onion encryp-
tion to achieve the unlinkability between the source and
the destination and prevents adversaries from tracking the
service delivery routes. Because the message sent by the
source vehicle could be encrypted at each intermediate
node, the adversary cannot find out the identity of the
source node.

From the foregoing discussion, we could conclude that the
proposed scheme can successfully achieve confidentiality, au-
thentication, and service privacy, which are critical for secure
service-oriented vehicular networks.

VIII. FURTHER DISCUSSIONS

In this section, we will further discuss more issues (see
Table III) related to the benefits of our proposed Lite-CA-based
PKC by comparing our proposal and the well-known PKCs
from the following seven perspectives:

1) who_gen_sk: Who is in charge of private key generation?
2) who_gen_pk: Who is in charge of public key generation?
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Fig. 3. Cryptographic cost comparison. (a) Encryption cost comparison. (b) Total computational cost comparison. (¢) Encryption cost comparing with IBC [29].
TABLE III
COMPARISON OF VARIOUS PKCs
CA based PKC | identity based PKC | Certificateless PKC Our Scheme
who_gen_sk user authority user and authority user
who_gen_pk user user user user and authority
who_man_pk authority indifferent, such as users themselves
where_pub_pk directory indifferent, such as bulletin board, etc.
pk_man_mode centralized decentralized
pk_auth mode explicit implicit explicit
ttp_tl 3 1 | 2 3
3) who_man_pk: Who is in charge of public key 2) B: Lite-CA-based PKC has no centralized certificate

maintenance?

where_pub_pk: Where does public key publish to?
pk_man_mode: Which is the public key maintaining
mode, centralized or decentralized?

pk_auth_mode: Which is the public key authentication
mode, explicit or implicit?

ttp_t1l: Which trust level can the trusted third party
(TTP) achieve?

Apparently, we can see that the proposed scheme has elab-
orate differences from CA-based PKC, IBC, and CL-PKC. If
CL-PKC can be looked as an intermediate solution between
CA-based PKC and IBC, then our proposal can also be re-
garded as an intermediate solution between CA-based PKC and
CL-PKC. Although our scheme still needs explicit public key
authentication, just as that of in CA-based schemes, there is
an obvious difference between them: In traditional CA-based
PKC, the CA’s signature on public keys, i.e., certificate, is not
the public key itself, whereas in our scheme, the partial public
key P4 is a part of the public key. For clarity, we illustrate
the relationship of our proposal, which is denoted by Lite-
CA-based PKC, and CA-based PKC, CL-PKC, and IBC in the
following figure.

4)
5)

6)

7

A /C\ /E\
‘CA-based PKC ‘ ‘ Lite CA-based PKC ‘ ‘ CL-PKC ‘ ‘ ID-based PKC ‘

N N

In the figure, the similar ties are denoted by A, C, and E,
whereas the different ties are denoted by B, D, and F. In detail,
their semantics are the following:

1) A: Both of them have certificate authority.

management center.

C: Both of them have no explicit certificates.

D: Lite-CA-based PKC has explicit verification process,
whereas CL-PKC has no such process. Thus, Lite-CA-
based PKC is much more robust than CL-PKC, since the
invalid public key can be detected at the beginning of the
encryption process.

E: Both of them remove the certificate authority.

F: IBC has inherent private key escrow problem, whereas
CL-PKC has no such problem.

3)
4)

5)
0)

More specifically, we would like to illustrate the flowcharts
of CA-based PKC, Lite-CA-based PKC, and CL-PKC in Fig. 4.
In this figure, thin boxes represent general process, whereas
thick boxes represent communication between entities; green
and red boxes represent public and private channels, respec-
tively; blue terms can be published publicly, whereas red terms
should be kept secret. We can see that the proposed Lite-CA-
based PKC indeed possesses the following new features.

1) Lite-CA-based PKC versus CA-based PKC: In CA-based
schemes, CA has to maintain the certificate directory,
which is a heavy burden for implementing CA-based PKI,
whereas in Lite-CA-based schemes, the users maintain
the partial public keys by themselves. Meanwhile, any
party can check the validity of the partial public keys
since CA’s public key is available for any entity in the
domain.

Lite-CA-based PKC versus CL-PKC: In CL-PKC, the
authority generates partial private keys for the users,
and as a consequence, private channels for transferring
these secrets are required. However, in Lite-CA-based
PKC, CA generates partial public keys for the users and
can send them via public channels. Moreover, Lite-CA-
based PKC is much more robust than CL-PKC since the

2)
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Fig. 4. Relationship among CA-based PKC, Lite-CA-based PKC, and CL-PKC. (a) CA-based PKC. (b) Lite-CA-based PKC. (c) CL-PKC.
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invalid public key can be detected at the beginning of the
encryption process. This analysis justifies our motivation
of insisting on explicit authentication for U;’s public key
during encryption.

3) Lite-CA-based PKC versus IBC: On one hand, Lite-CA-
based PKC achieves trust level 3, whereas IBC merely
reaches trust level 1. On the other hand, IBC has the so-
called inherent escrow drawback, whereas Lite-CA-based
PKC has no such problem.

From the foregoing discussion, it is obvious that, compared
with the conventional PKCs, Lite-CA-based PKC has the ad-
vantages of enhanced security, efficiency, and higher trust level,
which makes it more suitable in service-oriented VANETS.

IX. CONCLUSION

How to ensure security and privacy in service-oriented
VANETsS still represents a challenging issue. In this paper,
we answer this question with our proposed privacy-preserving
data-forwarding scheme by introducing a novel and provable
secure Lite-CA-based cryptosystem and the on-path onion en-
cryption technique. Our cryptosystem brings new ideas and
implementations compared with traditional CA based PKC and
IBCs in VANETSs. To enhance the efficiency and robustness
of the existing certificateless encryption schemes, we designed
efficient and distributed encryption schemes based on quadratic
residues. Performance comparisons and security analysis show
that the proposed schemes are very efficient and suitable for
service-oriented VANETS.

APPENDIX A
PROOF OF THEOREM 1

Proof: Since

(r—l—Pj)QEfA(r)—i-PZEcl—i—Pf‘Eu(mod Na) )
—pa- (N4)

N T oV (mod Ny4) (10)

the proposed scheme is consistent. |
APPENDIX B

PROOF OF THEOREM 2

Proof: The proof is very straightforward. In 1993, Bellare
and Rogaway [35] proposed a general framework for the con-
struction of the IND-CCAZ2 secure encryption. The framework
can be described as

E(z) = f(r) |G(r) ® «| H(rz)

where f is an arbitrary one-way trapdoor permutation, whereas
G and H are modeled as random oracles. In our BasicScheme,
GG and H are instantiated with the hash function H; and
H,, respectively. Thus, the left thing is to prove that fa
in BasicScheme is a one-way trapdoor permutation. This is
concluded in the following lemma. |

Lemma 1: Let N be the product of two large primes p and
q with p = ¢ =3 (mod 4). Then, for arbitrary P € Zy, the
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restriction of the following function on its range is a one-way
trapdoor permutation:

fiZn —Zn, x+ (x+P**—=P? (mod N). (11)

Proof: In the case of P = 0, we define a new function

f(x) 2 flp=o(z) = 2* (mod N). (12)
Clearly, f’s range is
Rf:Q/R\]Vé{xQ (modN):xEZN} (13)

i.e., the extended quadratic residue set w.r.t. the modulus
N. Note that the standard quadratic residue set w.r.t. N is
defined as

QRy 2 {2> (mod N) :z € Zy, (x, N) =1} (14)
which is a subset of Q/R\N
From N = p - q, we know that the congruent equation
2 =7y (mod N) (15)
can be rephrased by the following two equations:
a? =y (mod p) (16)
> =y (mod q). (17)

Now, let us consider the following four subcases:

1) When (y, N) = 1,i.e.,, ptyandqty, (16) has exactly two
roots, which are denoted by x1; and x12. Moreover, we
know that only one of them, for example, x1; without loss
of generality, satisfies (x11,p) = 1 since p = 3 (mod 4).
Similarly, suppose that 21 and x4 are two roots of (17)
and that (221, ¢) = 1 holds. For i, j = 1, 2, suppose that
r;; are the roots of

Tr = T
T = T2j

We know that r;; (¢, = 1,2) are four roots mod N of
(15). Among them, only one of them, more precisely 711,
lies in the set Q/E\;

2) When p|y and ¢ f y, then 17 = 212 = 0. Suppose that 7
is the root mod N of

z=0
IEEJJQ]'

for j =1,2. We know that r; (j = 1,2) are two roots
mod N of (15). Among them, only one of them, more
precisely 71, lies in the set @v

3) Similarly, we can prove the uniqueness of the root of (15)
that lies in @v in the case of p t y and ¢ly.

4) When ply and g|y, (15) has a unique root 0, which, of

(mod p)

(mod q). (18)

(mod p)

(mod q) (19)

course, lies in QRy.
The preceding reductions suggest that f| R; is a permutation.
In the case of 0 < P < N — 1, we introduce a shift mapping

T:Q/R\N—>Rf, z+ x—P? (mod N). (20)
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Apparently, 7 is a 1-1 correspondence between Q/Ev and
f’s range that is specified by

Rféf(ZN):{yEZN 3w €Zy s.t. y=f(z) (mod N)}.
2D

Then, we have
flr;(z) = (z + PQ)2 — P? (mod N)
=y? = P?=y*— P*f(y) - P* (mod N)

= (fw) =7 (1 @)

In other words, we obtain the following commutative diagram:

(22)

flr;

Ry Ry
1 Tr

— f —
QRy —— QRn.

(23)

Since f, 7, and 7~ ! are bijections, we can immediately con-

clude that f is also a bijection. Note that [y is finite; therefore,
f|r, is a permutation.

Moreover, one can convert f(z) if and only if he knows
the factorization of the modulus N whenever P =0 or 0 <
P < N — 1. This suggests that f|r, is a one-way trapdoor
permutation. |

Remark 1: In the encrypting process BasicScheme, the
purpose of picking random ' € Zy, and then calculating r =
72 — P% (mod N,) is to choose a proper random salt r such

that r liesin Ry, = Q/R;A — Pfl, i.e., the domain of One-Way
Trapdoor Permutation (OWTP) f4|r fa

Remark 2: Based on the newly developed OWTP f4|gr A
one can also construct an efficient IND-CCA2 secure encryp-
tion scheme by employing the so-called optimal asymmetric
encryption padding technology proposed in [36], provided that
one can find an efficient way to map arbitrary binary strings that
take the forms of

mo* @ G(r)|r® H (mOk1 ® G(r))

into Ry,, where k; is the length of the padding, m is the
plaintext required to be encrypted, and r is the random salt,
whereas both G and H are modeled as random oracle models.
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